


In lean times, every association needs to stay focused
on cost-effectiveness, especially when marketing the
annual meeting or other major events. One relatively
inexpensive way to do that is via the Internet. But while
it may ease some financial and time constraints on
tightened marketing initiatives, it can have a converse
effect if association staff is not careful. When turning to
the Internet to generate revenue, from registrations to
exhibit space or sponsorships, it is imperative to avoid
certain pitfalls that may lead to costly legal actions.
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Many associations are just now becoming aware that the
Internet should be the medium of choice for marketing, promo-
tion and even meeting/convention management. However, one
must consider myriad legal pitfalls when creating and maintain-
ing a Web site. Issues such as those involving the use of images,
music, written content, testimonials, people’s likenesses or
other forms of intellectual property can lead to legal action or
unexpected costs. By simply failing to understand the basic
legal issues involving Internet content, anyone operating a Web
site can be at risk for a potential lawsuit or can become a vic-
tim of a deceptive or infringing practice.

Whether a site is extremely simple in its content or encom-
passes millions of dollars worth of transactions, there are a
plethora of ways a Web site can lead to legal trouble. The fol-
lowing are some problem areas to avoid:

• For many associations, the initial step in creating a Web
site is selecting and purchasing a domain name. An associ-
ation should proceed cautiously in its selection of a domain
name that could be confusingly similar to another organiza-
tion’s trademark. A simple transposition of letters or addi-
tion of a descriptive word is generally not enough to avoid
legal liability. Thus, any Web site owner should consult with
a trademark attorney before selecting and purchasing a
domain name.

• User-generated content has become a popular marketing
medium; however, it is not without potentially serious pit-
falls. A Web site owner is at risk of liability for users posting
defamatory, obscene, illegal or infringing material, and should
take steps (e.g., through acceptable use policies, terms and
conditions and take-down policies) to minimize its exposure.

• Misuse of financial information, along with unsafe handling,
is a potentially costly problem area, and marketing initia-
tives are not the only source of revenue generation on the
Web that can lead to lawsuits. All sites that handle funds
need to be PCI (Payment Card Industry) compliant to keep
payment card data secure and protected. If you intend to
collect financial information, consult with a specialist to
ensure that you are complying with all of the relevant laws
and regulations.

• Unauthorized use of third-party trademarks on a Web site
may lead to legal liability for trademark infringement, dilu-

User-generated content has become a
popular marketing medium; however,
it is not without potentially serious pit-
falls. A Web site owner is at risk of 
liability for users posting defamatory,
obscene, illegal or infringing material,
and should take steps (e.g., through
acceptable use policies, terms and con-
ditions and take-down policies) to mini-
mize its exposure.



tion or unfair competition. While in certain circumstances 
it may be permissible to refer to an association member’s
product or service or to include corporate information on a
tradeshow exhibitor, it is not permissible to use the trade-
marks of others to create a false impression of endorsement,
affiliation or sponsorship by your company. The safe approach
is to always seek permission before using someone else’s
trademark or service mark on your Web site. 

• Best practice and the laws of many states require that Web
sites post a privacy policy. There is no required format or
language, but the basic principle is “say what you do and
do what you say” with respect to the personal information
of your site’s visitors. If you have unique policies regarding
the e-mail addresses or other contact information of your
visitors — say so. If you place cookies on your visitors’ com-
puters — say so. Specifics of your privacy policy should be
tailored to how your site operates.

• Web developers spend countless hours developing source
code for their clients’ Web sites. It can be tempting to
“borrow” source code for interesting or unique elements of
other Web sites. However, to avoid infringement, a good
Web developer will use only code that it owns or otherwise
has the right to use.  

• If an association’s Web site contains large amounts of 
information and/or language that was copied from another
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location, such as information on a member or a member’s
company, or text from a third-party Web site, the site 
owner is susceptible to a lawsuit. Best practice is to
always seek permission when using content from other
sources.

• If a Web site owner decides to use or post a musical
recording on a site, the organization must have the owner’s
permission or face a potential copyright infringement suit.
Generally speaking, music used or posted on Web sites
must adhere to the same guidelines as photographs, so 

it’s best to be informed, get permission and avoid costly
mistakes.

• Photographic images often are used to enhance the overall
look of a Web site. However, use of digital images that were
created by someone other than the Web site owner may con-
stitute copyright infringement, unless the owner of the pho-
tographic work provides permission to the Web site owner.
As a general rule, always find the source of photographic
images that you intend to use on your Web site and obtain
permission, even if a fee is involved.

In summary, anyone can get in trouble, but usually a little
knowledge and diligence can help a Web site owner avoid get-
ting into a legal mess. With a little perseverance and attention
paid to these points, the Web can be the effective tool it has
become over the years. Regardless of potential troubles with
legal restrictions, associations and their Web sites can stay safe
in tough times through careful practices. 

Richard B. Biagi is an intellectual property attorney with Neal & McDevitt, LLC, in

Northfield, Ill. He may be reached at (847) 441-9100 or rbiagi@nealmcdevitt.com.

Join the conversation at www.theforumeffect.org.
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